\ RISK MANAGEMENT

Infosec Europe 2009 — Business Strategy Theatre

Giving Executives the Security Management
Information that they Really Need
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1. What financial and performance management
Information do Executives receive?

2. What risk and security information do
Executives need?

3. How do you provide this information?
4. Summary




What financial and performance management
Information do Executives receive? ACUITY

RISK MANAGE

Actual, forecast and historic
performance against targets

Sales, earnings, eps,
market share, service
levels ......

Exception reports

Project delays, loss of key
contracts, partnering
opportunities......

Key actions and
responsibilities




What risk and security information do
Executives need?

Financial &
performance

Risk &
security

Actual, forecast and
historic performance
against targets

Financial position vs.
targets, e.g. sales,
earnings, eps
Performance against
targets, e.g. service
levels ......

Risk position vs. targets,
e.g. risk appetite

Performance against
targets, e.g. security
metrics, frequency &
Impact of incidents.....

Exception
reports

Project delays
Loss of key contracts
Etc.

Major incidents
Serious non-compliances
Etc.

Key actions and
responsibilities

As necessary

As necessary




What risk and security information do
Executives want?

“We need to know what the top 10
risks are, what's being done about
them and who’s responsible. And at
the next meeting we want to know
what the new top 10 risk are, what's
being done about them and who’s
responsible”.

Panel of Fortune 500 Presidents & Chief
Executives, Enterprise Risk Management
Symposium, Chicago, April 2006




What do they mean?

“We need to know what the top 10
risks are, what's being done about
them and who’s responsible.....”

Real (or close to real) time

Top 10 residual risks

Risks that remain taking account of the
heath and performance of controls to
mitigate the risks

Measured in relation to risk appetite




Risk appetite - 1

BS 31100

The organisation’s risk appetite should be established and / or
approved by the Board (or equivalent) and effectively communicated

throughout the organisation.

UK National Information Assurance Strategy

Departments will need to take responsibility for determining a level of
risk tolerance or ‘appetite’, and tailoring the management of their

information risks appropriately.

Financial risk appetite ......
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Risk appetite - 2

Or non-financial risk appetite ......

Or combined financial / non-financial risk appetite

Source: Extract from HMG Information Assurance Stan dard No. 1 (Business Impact
Table). Table 4 — Public Services: Impacts due tod isruption, compromise or flawed

working of public services.




Residual risk - 1

' Example controls to
mitigate the risk
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Hacking

Residual risk - 2

Misuse

Event Exception
monitoring reporting
Authentication [*—|aythentication

Back-up _
Residual risk Residual risk

from Hacking

from Misuse

—] Dependency
between
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mitigating
multiple risks
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Contracts |7~~~
Residual risk
from Theft




Real time

09:13 14:13 23:13
New York \ London Tokyo
Sales ERP

Operations Network




What risk and security information do
Executives need?

Financial &
performance

Risk &
security

Actual, forecast and
historic performance
against targets

Financial position vs.
targets, e.g. sales,
earnings, eps
Performance against
targets, e.g. service
levels ......

Risk position vs. targets,
e.g. risk appetite

Performance against
targets, e.g. security
metrics, frequency &
Impact of incidents.....

Exception
reports

Project delays
Loss of key contracts
Etc.

Major incidents
Serious non-compliances
Etc.

Key actions and
responsibilities

As necessary

As necessary




Are Executives getting this
Information?

Generally, No!

Multiple independent, ‘point in time’ (rather than
real-time) risk assessments and compliance
assessments

High volumes of data from surveys, audits and
scanning / logging systems which are difficult to
Interpret in terms of ‘business risk’

As a result, weak visibility of current risk status in
business terms and limited assurance that risk Is
being managed effectively



How do you provide this information?

Integration




Risk assessment

09:13 14:13
New York London
Hacking

Increasing Risk

23:13

Tokyo

Misuse

from Hacking

Event Exception
monitoring reporting
Authentication "= aythentication
Back-up _
Residual risk fF\;grsT:dMu;'a;Iuriszk

Understanding and
setting risk appetite

Assessing the potential
Impact or criticality,
e.g.

Confidentiality

Integrity

Avalilability
Assessing threat levels

Understanding
Inherent vulnerabilities




Control assessment

09:13 14:13 23:13
New York London Tokyo
t Misuse
Hacking
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Residual r!sk G IFeEe
from Hacking

Mapping of controls to
risks

Potential contribution of
controls in mitigating risk

Dependencies between
controls

The performance of
controls, leading to......

Actual contribution of
controls in mitigating risk




Measuring security performance

Vulnerability scans
Penetration tests

Compliance
assessments

Audits

Security incident &
event management
(SIEM)

But how do we use
security performance
measurements to
understand residual
risk status?

1

Effective use of
security metrics




Security metrics

A metric Is a consistent standard for measurement

A good security metric should be:
Consistently measured , without subjective criteria
Cheap to gather , preferably in an automated way

Expressed as a cardinal number or percentage , not
with qualitative labels like "high”, “medium” and “low”

Expressed using at least one unit of measure , such as
“defects”, “hours” or “dollars”

Contextually specific - relevant enough to decision
makers so they can take action

Source: Security Metrics — Replacing Fear, Uncertain  ty
and Doubt, Andrew Jaquith, Addison Wesley, 2007



Security metrics

Example metrics for understanding the residual
risk from ‘Misuse’

% data backed-up securely and tested
% team screened prior to access

% components with clearly defined and implemented business
access polices

% components compliant with baseline configuration
% accounts uniquely associated with individual users
% components employing active incident and event monitoring

% staff (including contractors) that have signed acceptance of
security obligations

% audit reviews completed against plan within last 12 months
% high risk vulnerabilities remediated within 3 days
% components penetration tested within last 6 months



Integrated reporting — Residual risk
status




Integrated reporting — Residual risk
VS. security metrics




Integrated reporting — Residual risk
VS. security metrics




Integrated reporting — Top 10 risks




Integrated reporting — Security
performance metrics




Integrated reporting — Compliance




Integrated reporting — Historical
trends




Summary

Executives want simple, clear information which
mirrors that provided for financial and
performance management:

Top 10 risks and their potential consequences

Which parts of the business are operating above risk
appetite and / or have weak security metrics, including
significant non-compliances with policy and standards

What’s being done, who’s responsible and forecast
status
Delivery requires an integrated approach to risk,
performance, compliance and incident
management with suitable supporting technology







