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“We believe that integrating
ISF IP into industry leading
products such as Acuity’s
STREAM will provide a range
of important benefits to both
ISF Members and non-
Members and increase
adoption of the ISF Standard
of Good Practice.”

Prof. Howard A. Schmidt,
Former President and CEO of
the ISF

MANAGEMENT

Introduction

The Information Security Forum, the world’s leading independent membership organisation
for Information Security, has licensed Acuity to provide advisory services and embed the ISF's
intellectual property into STREAM. Designed with the ISF in mind, STREAM was the first
software solution to be designated an ISF Compliant Product.

Information Licensed ISF Intellectual Property
Security
Forum Standard of Good Practice (SoGP)
Benchmarking Questionnaires
The Standard Threat/Incident List
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ISF Compliant Product www.securityforum.org

STREAM is an Enterprise integrated risk and
assurance management solution which
successfully addresses three, often

conflicting priorities: E

Management

Compliance
Management

Support for rigorous risk and compliance
management processes

Metrics
Management

Ease and speed of deployment and use

Valuable, business — focused reporting for
senior management.

STREAM provides an end-to-end information security management system,
giving assurance that risks are being identified, assessed and managed in
accordance with policy and targets set by management.
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STREAM Support for IRAM Phases

BUSINESS IMPACT
ASSESSMENT

PHASE 2

THREAT AND
VULNERABILITY
ASSESSMENT

PHASE 3

CONTROL
SELECTION

RISK MONITORING
AND REPORTING

STREAM supports multiple risk assessments and allows these to be
structured around the user’s preferred business model. The BIA does
not have to be system based as in the ISF's Risk Analyst Workbook
(RAW) but can be focussed by business process, business unit,
application, project etc. You can record BIA’s against the BIRT and
easily review and update these as they change.

The ISF's 50 threat categories are configured in STREAM, together
with mappings to security metrics from the Forums recent report,
‘Reporting Information Risk. You can record threat and vulnerability
assessments in STREAM and combine with the BIA results to view
IRAM risk assessments. If required you can easily compare risks with
risk appetite for immediate visibility of potential problem areas.

The ISF’'s Security Healthcheck (SHC) controls and the mappings to
the ISF’s threats are configured in STREAM. The SHC can be sup-
plemented with other control sets as required, including SoGP, ISO
27001, PCI, COBIT or internal control standards. You can record your
compliance with SHC controls and immediately see your IRAM
residual risk status.

IRAM risk assessments in STREAM are updated in real time as any of
the risk components change: BIA, threat & vulnerability assessment or
performance of controls. With an extensive set of real-time graphical
reports and exports for custom reporting, STREAM brings your IRAM
assessments to life allowing you to continually monitor and report on
your risk status.

STREAM IRAM Reports and Database Views

Risk Register

Risk History

Top 10 Risks

Incidents & Near Misses
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Acuity Risk Management

Acuity Risk Management LLP
specialises in the delivery of
risk management  solutions
and services.

Acuity’s consultants have
implemented risk management
processes for hundreds of
organisations in every major
business sector.

STREAM is the result of this
collective experience and the
market need for ‘easy to use’
risk management  solutions
that provide valuable business
information on which key
decisions can be made with
confidence.

In addition to STREAM, Acuity
provides a range of
independent consultancy and
training services.

information on
STREAM or Acuity Risk
Management please contact
us at info@acuityrm.com or
visit our website:

For further

WWwWw.acuityrm.com

Technology

STREAM is a robust,
scalable, high-performance
MS Windows SQL Server
2005 application,
implemented within your own
security domain.
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