ACUITY STREAM for PCI DSS

Introduction

Liberty House

222 Regent Street
London

W1B 5TR

United Kingdom

Tel: +44 (0)20 7297 2086
info@acuityrm.com
Www.acuityrm.com

STREAM:

A portfolio of
products for
integrated
compliance, risk
and performance
management

The PCI Data Security Standard (PCI DSS) is a set of comprehensive requirements for

enhancing payment account data security.

Users of STREAM are able to record and maintain their status against PCI DSS and
use STREAM'’s sophisticated management reporting to view current and historical
status with trend analysis. Improvement actions can be raised and tracked, and the
residual payment card security risks monitored in real-time.
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Features

Measure and report on status
against PCI DSS

Optionally, report on compliance
with any control standard or
multiple integrated sets of
standards, including 1ISO 27001,
ISF Standard of Good Practice, BS
25999 and your own control
standards

View historical status against PCI
DSS and associated control
standards with trend analysis

Log and assign ownership of
improvement actions, track status
and update maturity status as
actions are completed

Single-user or Enterprise
deployment

Benefits

Improve staff productivity by reducing
the time required to gather, collate
and report on compliance status
against PCI DSS

Reduce costs of PCI DSS reporting
through simple export of data from
STREAM

Reduce the cost of external audits
and due diligence by having up-to-
date PCI DSS compliance status
information available on demand

Reduce the risk of incidents resulting
from non-compliances saving costs
associated with incident response,
direct losses and reputational
damage

Empower better governance by
providing Executives with essential
management information
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STREAM is easily configured to match your business structure allowing you to apply PCI DSS to relevant parts of
your organisation.

STREAM is very easy to use yet provides valuable business information about your PCI DSS compliance status.
You can see at-a-glance where current levels of compliance fall below acceptable thresholds.

Managers with responsibility for different aspects of PCI DSS can easily self-assess their status and this information
becomes instantly available (subject to user permissions) Enterprise-wide, providing aggregate views and
comparison between business areas. Auditors can review and update compliance assessments.

Users can be allocated
permissions to assess
different aspects of PCI
DSS, allowing
responsibility for
assessment to be
passed out to those
best placed to provide
the information.

STREAM provides a rich set of easily selectable charts and reports, including: PCI DSS compliance status,
historical status and trends, tracking of control implementation status and reporting on overdue actions.

laix

Fil. Seftings Setup Business Asssts  Scope  Cordrol Administrafion  Corfrol Assessment  Everis  Reporls  Help

] Control Dates
Control Schedule for Enterprise &
* Dated Cortrols

Dated Controls © summary # Detailed
€ Undated Cortrols
Reference | Cartrel | Asset | owner | Target Date | Stetus € Al Cortrols
P03 |omam and ecamine the company poicies and pro. ‘Ennks Stored Carshalder Data ‘J Jores ‘ 30042010 | 7
Cantral Obtain and examine the company palicies and procecures for data retention and dispasal, and perform the folowing: Verify that policies and procedures incluce legal, regulstory, and Show Cortrals in
Description | bUSINess requiremerts for data retertion, inclucing specific requiremerts for retention of cardholder data (for example, cardholder ciata needs 10 be held for X period for ¥ business reasons); oL
Werify that policies and procedures include provisions for disposal of data vehen no longer needed for legal, regulatory, or business reasons, including disposal of cardholder data; Yerify that Srprise
joolicies andl procedures inclule coverage for all storage of cardholcer cista; Verify that policies and procedures inclucs & programmatic (automatic) Process o remove, at least on a quartery =3 Europe
basis, stored cardholder cata that exceeds business retention requirements, of, sternatively, reguirements for a review, conducted at least on a quarterly basis, to verify that stared ~{Z0) European Books
cardhalder viata does ot excesd business retention requirsments £ Eurapean Music
Action Update policies and procedures to include coverage of sl cardholder data -0 Americas

© Acuity Risk Management LLP 2010



In addition to supporting users with monitoring and reporting on compliance with PCI DSS STREAM
provides a range of optional additional capabilities to help you deliver 'best in class’ information assurance.

You can assess and monitor information security risks in relation to key controls and performance metrics. See your
aggregate risk position across the organisation in relation to your risk appetite. Understand how weak performance
of key controls exposes you to increased business risk. Understand the return on investment from new

controls or improved levels of compliance.

You can assess risk in
accordance with 1ISO 27005,
the ISF's IRAM methodology or
other preferred risk assessment
methods and metrics.

Optional and configurable risk assessment assistants allow rapid risk assessments to be completed based on
previous history and then edited to reflect current risk status.

You can record and track incidents and near
misses in STREAM and link them to information
assets and business areas. The impact of
incidents can be recorded and linked to threats
that materialised or controls that failed or require
strengthening.

You can view STREAM reports on humbers of
incidents, average impact of incidents and
historical trends.
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The STREAM Product Portfolio

STREAM Solutions

STREAM technology
is applicable to any
business or technical
application where
management wishes
to monitor and man-
age compliance
against control stan-
dards, performance
against metrics or risk
status.

Corporate Risk
Management
& Governance

Environmental
Management

Information
Security
Management

IT Governance
& Assurance

STREAM Risk Registers

Automated Enterprise-wide risk
registers

STREAM Compliance Manager

Real-time monitoring and reporting of
compliance against control
standards

STREAM Metrics Manager

Real-time monitoring and reporting of
performance metrics

STREAM Integrated Risk Manager

Enterprise risk management
integrated with compliance and
metrics management

Business Operational Health &
Continuity Risk Safety
Management Management Management
. Programme Corporate
Ma‘r?:aslzlzen t & Project Social
9 Management Responsibility

Build your own STREAM solution

Many organisations have existing risk and compliance processes with internal control stan-
dards but which are time-consuming or difficult to apply. STREAM has been designed with a
fully configurable compliance and risk management meta model which allows easy creation of
automated solutions for existing risk processes and any set of control standards. Configurable

items include:

Business, programme or project hierarchy for aggregation and drill-down

Quantitative or qualitative risk assessment for any type or category of risk

Units of measurement for impact, risk appetite and residual risk, e.g. £, $, €, % service

levels, 1—10 scale

Criteria such as cost-schedule-quality for project risks,

confidentiality-integrity-

availability for information risks, strategic-legal-technology-human resources for corpo-

rate risks

Any internal or publicly available control standards and the criteria by which controls
are assessed or performance metrics are monitored

Dashboard colour schemes and a tailorable user interface

Import and export of data to third party tools
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Acuity Risk Management

Acuity Risk Management LLP
specialises in the delivery of
risk management solutions
and services.

Acuity’s consultants have
implemented risk management
processes for hundreds of
organisations in every major
business sector.

STREAM is the result of this
collective experience and the
market need for ‘easy to use’
risk management solutions
that provide valuable business
information on which key
decisions can be made with
confidence.

In addition to STREAM, Acuity
provides a range of
independent consultancy and
training services.

For further information on
STREAM or Acuity Risk
Management please contact
us at info@acuityrm.com or
visit our website:

www.acuityrm.com

Technology

STREAM is a robust,

scalable, high-performance MS
Windows SQL Server 2005
application,

implemented within your own
security domain.



